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TIpoTOKOJ B3aMMOICHCTBHS IUIaTeKHOMN crcTeMbl X-plat u mocraBumka ycayr. Crenudukans. a//

[aHHbIX  AOKYMEHT OMUCbIBAaeT pernameHT TEeXHUYECKOro B3aMMOLENCTBMA NAATEXHON
cuctembl X-plat ¢ noctaswmkom ycayr no npotokony HTTPS.

[OKyMeHT npegHasHayeH ana pa3paboTynMKoB NPorpammHoro obecneyeHus, paboTatoLLero Ha
CTOPOHE MOCTaBLLMKOB YCAYT.

Bepcuun goKkymeHTa:

Homep Bepcum -
OnucaHue U3meHeHuMn [ara BbinyckKa
AOKYMEHTa
1.00 MepBOHaYaNbHbI BapUaHT 2005-12-05
1.01 O6HoBneH ip agpec cepsepa x-plat. 2010-11-01
JobasneHo onucaHue peakummn cepsepa X-plat Ha onncaHHble
Koabl ownbok, gobasneH Ko owmnbkm 330.
Y6paH aTpubyT result Tera response (T.K. He MCNoab3yeTcAa
cepBepom).
Menkue ncnpasaeHUA Mo TEKCTY.
1.02 OnucaHue Bo3BpaLLaeMblx NapameTpoB ansa metoga Check 2015-10-07
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1 BBeaeHue

1.1 Caosapb mepmuHo8

Cuctema — nnartexHas cuctema X-plat
MocTaBLWKMK — opraHu3auma, NpeaocTasaatowasn ycayru noaKatodaemasn K naaTexxHom cucteme

MnatexxHaa uHPopmaumAa — OaHHble Heobxoaumble AN1A AOCTaBKU AEHEXHbIX CpeacTs
npoBanaepy Ha INYHbLIA cYeT naaTtenblimKa (cymma, nposanaep, Homep TenedpoHa/morosopa u T.n.),
BBOAMTCA ONEpPaTopoM.

KnneHT — KAneHT nocTasLLMKa ycayr, I'IOI'IOJ'IHﬂIOLLI'Ml;i I'IMLI,EBOI‘Z cyeT vepe3 naaTeXHy cucremy

3anpoc NpoBepKU — 3arnpoc OT CUCTEMbI K MOCTaBLWMKY Ha @aKT MPOBEPKM MNAATEXHOM
nHpopmaymm

3anpoc nposeaeHuna — 3anpoc oT CUCTEMbI K NOCTAaBLLUKY Ha d)aKT NONOJIHEHNA NTNLLEBOTO CYETA
K/IMEeHTa

1.2 O6uwue noa0xCceHUs

B cOOTBETCTBMM C [0rOBOPOM, 3aK/KOYEHHbIM MeXAYy nAaTeXHoW cuctemon X-plat um
MOCTaBLMKOM YCAYyr, naaTexHaa cuctema X-plat npegocTaBnfeT KAMEHTamM NOCTaBLUMKA yCAayr
BO3MOHOCTb OCYLLECTB/IATb M/IATEXWN B €ro Mosb3y NOCpeaCcTBOM CETU TOYEK MpMema NaaTexken u
TEPMMHANOB CAMOOBCNYKNBAHMA.

B ¢pyHKUMOHaN nporpamMmmHoro obecneyeHus paboTatoLero Ha CTOPOHE NOCTaBLMKA BXOAUT:
e BO3MOXKHOCTb BbINO/NHEHWA 3aNPOCa NPOBEPKM NAATEKHOM MHPOPMaL MM

e BO3MOXKHOCTb MOMNOJIHEHMSA IMLLEBOTO CYETA KAMEHTa B C/ly4ae NOJOMKMUTEIbHOTO OTBETA Ha
3anpoc NpPoBeEpPKM

KnneHT nepegaet B cUCTEMY NIATEXHYIO MHOpMaLmto. CUCTeEMA HanpaBAAET 3aNpoC NPOBEPKM
nnatexxHom nHbopmaumm Ha ¢GakT BO3MOXKHOCTM MPOBEAEHMA MNaaTeXxa. B cnyvae noaTBeprKaeHUA
MOCTaBLWMKOM BO3MOMHOCTU MPOBEAEHMA NJATENA, CUCTEMA, NOJIYYMB [AEHEXHble CpeacTBa oOT
K/MEeHTa, HanpaB/aAEeT NOCTaBLMKY 3aNpoC Ha MPOBEAEHME NiaTeXa.

B3anmogeicrteme ocyuwectenaetca vyepes cetb MHTepHeT no npotokony HTTPS. MnaTtexHas
cuctema BbinosHAer HTTP POST 3anpocbl K Web-cepBepy nocTtaswmKka ycnyr. [porpammHoe
obecneyeHne Ha CTOPOHE MOCTaBLIMKA AOJ/IKHO MNPeaocTaB/iATb BO3MOXHOCTb OAHOBPEMEHHOM
06paboTku HeckonbKnx 3anpocos. MIME Tun POST 3anpocos x-www-form-urlencoded, aHanormnuHbii
3anpoc 6yaet nonydyeH, ecam chopmmuposaTe HTML-bopmy C COOTBETCTBYIOLWMMW NapaMeTpamu m
oTNpaBuUTb ee cpeactsamm ntoboro web-bpaysepa, content-encoding: windows-1251.

B cnyyae BO3HMKHOBEHMM OLWMOKM TPAHCMOPTHOIO YPOBHA BO BPEMA 3anpoca — 3anpoc
nocblaaeTcs NOBTOPHO Yepes3 HEKOTOPbLIN TalimayT (KOTOpPbI CO BpeMeHeM HapacTaerT).

Ona wnpeHTUOUKaumMn n  ayTeHTUOUKALMKU CepBepa NAATEXKHOMW CUCTEMbI MPOrpPaMMHOE
obecrneyeHne nocTaBUWMKA [AO/KHO npoBepATb IP-agpec n  MD5-oTneyatok, nepegaBaemblif
OTAe/IbHbIM NapameTpom B Kaxkaom POST K cepBepy NnocCTasLLMKa.
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MocTaBlWMK 06s3aH OTBepraTb BCe 3amnpocbl, COBepLUeHHble C apyrux IP-agpecos, u/vunm
HEKOppPEeKTHbIM 3HayeHnem MD5-xswa.

Ha gaHHbIM momeHT (2010-11-01) nnaTeXkHas cMCTEMa OCYLLECTBASAET 3anpockl K cepBepam
NOCTABLLMUKOB TONbKO € ogHoro IP agpeca 79.137.225.8.

Ona wpeHTMdMKaumm un ayteHTMPUMKAUMM cepBepa NOCTaBWMKa ucnonbdyerca MD5-xew
KOTOpbIN AoMmKeH GopmMMpoBaTbca B Kaxkgom HTTP-oTseTe.

B cnyyae HeBepHo cdopmupoBaHHoro MD5-oTneyaTka B OTBeTe OT cepBepa MOCTaBLUMKA,
nnaTeXHas CMCTEMA UFHOPMPYET AaHHbIN OTBET (33 UCKAOYEHMEM KOAa OWMDBKM O HeBepHom MD5-
OTneyaTKe), a 3anpoc CYMTAeT OLIMOBOYHO 3aBEPLLIEHHbIM.
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2 IIpoBepeHue miaTexxeu
MpoBeaeHWe NnaTexa CoCcTonT U3 AByx ¢das:

1. 3anpoc Ha BO3MOXHOCTb NpoBeAEHUE NIATENKA;
2. 3anpoc Ha npoBeaeHune naaTeKa.

MepBbli 3anpoC CAYXUT AN NPOBEPKM HoMepa TenedpoHa (Homepa cyeTa) UAM ApPYyrou
nnaTexkHon nHbopmaLumMm Ha NpeaMeT ee KOPPEKTHOCTU. Hanpumep, ecam cuctema byaeT BbINONHATbL
nnatex Ha HecywecTByloWwmuii Homep TenedpoHa aboHeHTa COTOBOW CBA3M MOCTaBLINK 006A3aH BEPHYTb
COOTBETCTBYIOLMUIA KO OLNOKM.

BTopoW 3anpoc BbINOMHAETCA CUCTEMOM TO/IbKO B TOM C/lyyae, Korgaa 6bin ycnewHo 3aBeplueH
nepsbIi 3anpoc.

BTopoit 3anpoc caykut ana GakTUYeckoro nposeaeHua nnaTexka. Ecam cuctema oTeetuna
ycnewHbIM KOAO0M, TO CYMTAETCA, YTO AAHHbIN NAATENXK YCMELWHO NPoBeAEH.

B cnyvae ecnn oTtBeT Ha 3anpoc nposegeHus He Obin monyyeH cuctemor (Hanmpumep, no
NpUYMHE MNOTEepM NAKETOB NpWU nepegade M T.n.), cuctema OyaeT NOBTOPUTb 3anMpoc C TEMMU XKe
napameTpamm 40 Tex Nop, NoKa He NOAYYUT yCneLwHbIM Uan owmnboyHbI KoL BO3BpaTa.

B cnyyae ecam cuctema byaeT BbIMOAHATbL 3anpoc MPOBeAEHUA NAaTe)a, He BbIMNOJHMB
NpoBepKy, NOCTaBLNK 06A3aH OTBETUTb OLWMBOYHBIM KoA0M Bo3BpaTa (100 Koa owmnbKu).

Tabnnua 1 - Tunbl AaHHbIX, UICNONb3yeMble B NOC/eAYOWNX Tabamuax

Tun OnucaHue
int32 Llenoe 32-6UTHOE YMC/IO B CTPOKOBOM MNpeacTaBAeHUMN
money OpobHoe nonoxutenbHoe 4Yncno. B Kavectse pasgenntensa gpobHOM M LEeNOoN YacTu

MCNONIb3YyeTCA TOYKa. To4yHOCTb — He 6o/iee 2 3HAKOB NOCAE TOYKM. ﬂ,p06Haﬂ 4aCTb MOXKET
6bITb onyueHa B caydyae uenoro ymcna.

datetime | [laTa n Bpems B CTPOKOBOM npeAcTaBaeHun. Mcnonbayembiii popmaTt — ODBC Canonical:
yyyy-mm-dd hh:mm:ss|[.fff]

hex_string | 32-x cumBoIbHaA CTPOKa — 16-puyHoe npeacTaBneHne 16-6aTHoro md5-otneyatka.
BykBeHHble CMMBO/IbI B BepxHeM perunctpe (A-F).
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2.1 3anpoc npogepku

Tabnuua 2 - MapameTpsbl, NnepegaBaemble B 3anpoce

Umsa Tun OnucaHue

pt_id int32 YHWUKANbHbIN B paMKax CUCTEMbl UAEHTUOUKATOP TPaH3aKLMMK
amount money CyMMa K 3a4NCNIEHUIO Ha INLLEBOM CYET K/IMEHTA

post_date | datetime [aTa co34aHunA TpaH3aKumm

md5_digest | hex_string MD5-x3Ww ans cogepxMmoro 3anpoca

Kpome nepeuncneHHbIX nonen nepeaatoTca nona, UAeHTMGULUMpPYOLLNE NMLLEBON CYET KNEHTA
y nocCTaBWMKa ycnyr. Tunbl AaHHbLIX, KOJIMYECTBO, MMEHA M Ha3HavyeHuMe Mnojieln OroBapuBaloTCA
OTAENbHO C MOCTABLLUKOM.

MocTaBlKK 06513aH coxpaHATb y ceba nona post_date n pt_id ans Kaxaon TpaH3akumu.

CnyRuTt ana nocneayowen naeHTUPUKaLUMmn gHA nnatexa 4na BO3MeLLEHNA peasbHbIX CPeacTB
(onpeanenseT, B Kakol peecTp No nepesoay nonageTt AaHHbIN NaaTex).

CyMMa K 3a4MCIEHMIO BbIYUCAAETCA KaK PA3HOCTb CYMMbl, MOIY4EHHOM C KIMEHTa U KOMUCCUM,
CHMMAEMOM C 3TOM CYMMbl.

3anpoc nposeaeHuUA naatexa MmoxXet He Nocs1ie40BaTb BC/1ed 3a 3alpPoCOM NMPOBEPKWN.

JInctuHr 1 - dopmat oTBeTa Ha 3anpocC NPOBEPKMU

<?xml version="1.0" encoding="windows-1251"7?>
<xml>
<!-- T;aBHEII y3eJl CoIepxauyii OTBET cepBepa NOoCTaBlMKa——>
<response>
<pt_ id><!-- MpmeHTMdMKaATOP TPaH3aKLUMM [epelmaBaBIMics B 3ampoce --></pt id>
<provider tran id><!-- HoMep mnjaTexHOM TPaH3aKUMM BHyTPM CepBepa nocrasmmka --></provider tran id>
<error code="Konm oumbru”><-- TeKCTOBOE ONMUCaHMe oumbku —--> </error>
<parameter 1>value 1</parameter 1>

<parameter n>value n</parameter n>
</response>
<md5_digest><!-- MD5-x3m comepxmMmoro orseTa --></md5 digest>
</xml>

B cnyyae ecnu cepBep NocCTaBLMKa B OTBETE BepHeT pt_id oTanyHbIN OT pt_id B 3anpoce, oTBeT
6y4eT CUMTATLCA HEBEPHbIM M 3anpoc byAeT NociaH NOBTOPHO A/1A NONyYeHUs HOBOro oTeeTa. B cayyae
€C/u B OTBeTe He nepegaeTca pt_id, NpoBepKa ocyLw,ecTBAATLCA He ByaeT.

B cnyyae HeobxoaMmoCTH 0TOBPa3UTb M pacneyataTb Ha YEKe AOMONHUTENIbHbIE 3HAYEHUA ANA
KAMeHTa (Hanpumep, Cymma 3a40/IKEHHOCTM) CepBep MOCTaBLLMKA MOMKET BepHyTb Habop
Heobs3aTe/IbHbIX 3HaYeHUI parameter_1 .. parameter_n, rge:

e parameter_1— Ha3BaHMWe NnapameTpa
e value_1 - 3HayeHKne napameTpa

CDopmaT, TUN N Ha3Ha4YEeHNE KaXKA0ro napameTpa cornacoBsbiBaeTca MHANBUAYA/IbHO.
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2.2 3anpoc nposedeHus

Tabnuua 3 - MapameTpsbl, NnepegaBaemble B 3anpoce
Uma Tun OnucaHue

pt_id int32 YHWUKANbHbIN B paMKax CUCTEMbl UAEHTUOUKATOP TPaH3aKLMMK

md5_digest | hex_string MD5-x3Ww Ans cogepxMmoro 3anpoca

I'Ipm nonyvyeHmn noCtaBWMKOM NOBTOPHOro 3anpocCa Ha NpoBeaeHUA NaaTexa B Cnyyae, Korga
AaHHbIl‘a NnAaTexX yxe 6bIn nposegeH paHee, NOCTaBWKUK 06A3aH OTBETUTb TAKUM Ke KOAOM, KaK U npu
nepBom ycnewHoOm 3anpoce nposeaeHMA.

Homep nvueBoro cyeTta, cymma niatexka onpenensercs Yepes npogeniaHHbIiM paHee 3anpoc
NpoBepKM nnaTexa. B 3anpoc Ha nposefeHWs nnaTexa B napametpe pt_id nepepaetca

noeHTMPUKaTOp TPaH3aKUMKM, NepeaaBaBlUMICA paHee Npu GOPMMPOBAHWMM 3anpoca NPOBEPKMU
nnaTtexa.

JIMCTUHT 2 - dopmaT OTBETa Ha 3aMpoC NPOBEAEHUA NaaTeXa

<?xml version="1.0" encoding="windows-1251"72>

<xml>
<!-- TyaBHB y3€Jl COoIepXaluii OTBET cepBepa MNOoCTaBlMKa——>
<response>
<pt_id><!-- VpmeHTmdmxaTOp TPaH3aKUMM [epemaBaBIMiCA B 3ampoce --></pt id>
<provider tran id><!-- HoMmep njaTexHOM TpaH3aKUMM BHYTPM CepBepa NocTapmykKa --></provider tran id>
<error code="Koxm oumbkmu”’><-- TekCTOBOe ommMcaHue oumbku --> </error>
</response>
<md5 digest><!-- MD5-x3m comepxmMmoro oresera --></md5 digest>
</xml>

B cnyyae ecnu cepBep NocTaBLMKa B OTBeTe BepHeT pt_id oTanuHbIN OT pt_id B 3anpoce, oTBeT
6y4eT CUMTaTbCA HEBEPHbIM M 3anpoc byAeT nocaaH NOBTOPHO A/1A NoJlyYeHns HOBOro oTeeTa. B caydae
€C/K B OTBeTe He nepegaeTca pt_id, npoBepKa ocywecTBaATLCA He ByaerT.

ctp. 8 u3 10




V)
TIpoTOKOJ B3aMMOICHCTBHS IUIaTeKHOMN crcTeMbl X-plat u mocraBumka ycayr. Crenudukans. é/

2.3 dopmuposaHue MD5-omneuamka

Mpu dopmupoBaHmm 3anpoca cuctema popmupyet MD5-oTneyaToK cnegyrowmm obpasom:

e B CTpOKe KOHKaTEHUPYIOTCA BCE 3HAYeHMA MapaMeTpPoB 3anpoca Kpome napameTpa
md5 digest;

e [lopAgoK KOHKaTeHauMKM MapameTpoB OMpeaensetca MopsAKom B Tabauue napameTpos
3anpoca;

L4 I'Iapameprl, orosapuBaembie OTOENBHO MAeHTMd)MLI,MpyI-OLLI,Me I'IMLI,eBOﬁ CYHEeT K/NEHTa,
KOHKaTeEHUPYIOTCA B NOC/EeHIOD o4Yepeab,

e K nosy4yeHHOW CTPOKe KOHKATEHUPYETCA CEKpeTHan ¢ppasa;
¢ [lo nonyyeHHo cTpoke dpopmmpyetca MD5-oTneyaTok;

e OTneyaToK MNepeBOAMTCA B LWECTHaAUATEPUYHOE nNpeacTaB/leHMe U MNOMeLWaeTca B
napametp md5 digest.

MporpammHoe obecneyeHne, paboTatoliee Ha CTOPOHE MOCTABLLMKA AOMKHO GOPMMPOBATL
MD5-oTneyaToK cieayrowmm obpasom:

e dopmupyeTcs CTPOKA M3 BCEX CMMBOJIOB, 3aK/IIOYEHHbIX MeXAy NocaefHUM CMMBOJIOM
OTKpblBaloLWLleroca Tera <response> W MNepBblIM CUMBOJIOM 3aKpbiBalOWErocs Tera
</response>;

e K nony4yeHHoOM CTPOKe KOHKaTEHMPYETCA cekpeTHan dppasa (Ta e camasn cekpeTHas ¢pasa,
KOoTopana ncnonbayetca x-plat npu popmmnposaHmMm oTnevaTka);

e [lo nony4yeHHoM cTpoke popmupyetca MD5-oTneyaTok;

e OTneyaTok NepesBoAMTCA B WECTHaguaTepuyHoe NpeacTaBNeHME M NOMeLLaeTca B y3es
md5 digest.
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3 Tab6sMua KogoB OIMOOK

B npuBedeHHON HUKe Tabauue nepedncineHbl Koabl owWmnbBoK, KoTopble 06A3aH BO3BpallaTh
cepsep MoCTaBLIMKa.

He nepeuncneHHble KoApl OWMBOOK,

CYUTaET NaaTeXX He yCnewHbIM.

Tabnnua 4 — Koabl ownbok

cepBep cyMTaeT OWWMOBOYHBIMU UM, MPU UX MNONYYEHUW,

Kog | OnucaHme ownbkun Peakuua Xplat npu Check | Peakuua Xplat npu Pay
0 HeT owmnbkn. Onepaums sbinosnHeHa | MNepexon kK npoBeaeHuto | Mnatex cymTaeTcA
ycnewHo nnaTexka (KomaHga pay) ycnewHbIm
10 YKasaHbl He BCe Heobxogumble
napameTpbl .
OcTtaHOBKa npoBefeHMA nNaaTteXem B NOJb3y
20 MD5-oTneyaToK He coBnagaet
NOCTaBLUMKA 40 UcnpasaeHns npobaemol
30 3anpoc npoussegeH c gpyroro IP
agpeca
YKasaHbl He BCe MNOAA NAATEXKHOM
40 Mnatex cunTaeTca HeycnewHbIM
nHbopmaymm
50 YKasaH uncnonb3oBaHHbIM  paHee | MNepexon K npoBedeHuto | Mnatex cymTaeTcA
naeHtTnoumkaTop pt_id nnaTexka (KomaHga pay) HeyCrnewHbIM
YKa3aHbl He Bce ob6s3aTesbHble NoAA
70 . Mnatex cunTaeTca HeycnewHbIM
nnatexHowm nHopmaumm
MosTop 3anpoca, ecau
30 BHyTpeHHAA ownbka MO | nocne 15 pa3s otBeT He | [loBTOpP 3anpoca C
NOCTaBLLMKA M3MEHUICA — NAaTeX | HapacTaHWeM TanmayTa.
CUYMTAETCA HEYCMNELIHbIM
YKasaH HecCyLlecTBylOWNIN HOMep
90 | nmueBoro cyeta (nmMbo apyroi | MnaTexk cynTaeTca HeycnewHbIM
nnaTexKHoM MHPopMaLnK)
MosTOp 3anpoca, ecau
100 OwnbKa 3anpoca noaTeepxaeHua | nocne 15 pa3 orteeT He | Mnatex cumTaetcA
nnatexa. TpaH3aKuma He co3aaHa. M3MEHWNICA — NJaTeX | HeycnewHbim
CUYMTAETCA HEYCMNELIHbIM
170 | BoinonHeH He POST 3anpoc MoBTOp 3anpoca ¢ HapacTaHWeM TalmayTa.
MpeBblweH nNpegen pasmepa Tena
180 P PEA P P Mnatex cunTaeTca HeycnewHbIM
3anpoca
OwwnbKa 3anpoca npoBepKn
220 nnatexa. [lnatexX ¢ padHHbIm | MNepexon K nposeaeHuto | Mnatex cyuTaerca
naeHTndMKaTopom y)Ke | nnaTexka (KomaHga pay) yCnewHbim
nposepeH/npoBeageH.
BpemeHHasa TexHU4ecKasa npobaema o
330 MoBTOp 3anpoca ¢ HapacTaHMemM TanmayTa.

Ha CTOpOHe npoBalgepa.
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